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SECURITY ADVISORY

R-SeeNet Information Disclosure Vulnerability

Summary
Advantech R-SeeNet, versions 2.4.10 and prior, contain an SQL injection vulnerability,

which allows remote attackers to retrieve sensitive information from the R-SeeNet database.

Issue Description
R-SeeNet versions 1.5.1–1.5.3 had a dedicated webpage to view a GPS position of a

router. This was later modified to a direct invocation of Google maps, leaving the original
implementation unused, but still included in all later versions through 2.4.10.

The device_position.php suffers from SQL Injection, which allows anyone connected to
invoke SQL SELECT queries on the R-SeeNet database. No credentials are needed. This
can be used e.g. to retrieve the hashes of user passwords or the ICMP community strings of
the individual routers.

This impacts confidentiality of the information stored in the R-SeeNet database. It is not
possible though to use this vulnerability for invoking other SQL queries such as UPDATE, so
integrity and availability is not impacted.

A known approach how to exploit this vulnerability needs a higher amount of HTTP re-
quests to retrieve the information. Hence, the HTTP server log monitoring might be able to
capture this attack.

Severity
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
Score 7.5 (High)

Affected Products
R-SeeNet 1.5.1 through 2.4.10 is affected, both Linux and Windows versions.
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Workaround
Simply delete the C:\R-SeeNet\php\device\_position.php (on Windows)
or /usr/share/r-seenet/www/php/php/device\_position.php (on Linux)

This fully addresses this vulnerability and does not degrade any functionality, because the
file is not used since R-SeeNet 1.5.3.

Solution
Users are recommended to upgrade to R-SeeNet 2.4.11
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